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Information Technology Security Plan (IT-SP) 
For Moderate Impact Level 
Nonfederal Information Systems and Organizations 

Purpose: 
The purpose of an information technology security plan (IT-SP) is to outline the management, operational, and technical safeguards or countermeasures prescribed for an information system. 
Instructions: 
The contractor shall submit the IT-SP within thirty (30) days after contract award. The IT-SP shall be consistent with, and further detail the approach to, IT security contained in the contractor's bid or proposal that resulted in the award of this contract. The IT-SP shall describe the processes and procedures that the contractor will follow to ensure appropriate security of IT resources that are developed, processed, or used under this contract. If the IT-SP only applies to a portion of the contract, the contractor shall specify those parts of the contract to which the IT-SP applies.
Please note: The purpose, instructions and additional resource sections should not be included in the actual IT-SP form submitted to the Contracting Officer. These are references to aid the contract in completing its IT security contract deliverables. Please separate these sections and only submit the IT-SP form. 
This template should be used as a guide. It is tailored after the guidance provided by NIST Special Publication 800-171 which outlines how non-federal information systems and organizations should protect sensitive information also known throughout this document as controlled unclassified information (CUI). You are encouraged to review NIST SP 800-171, , Protecting Controlled Unclassified Information on Nonfederal Information Systems and Organizations, and NIST SP 800-18, Guide for Developing Security Plans for Federal Information Systems, prior to completing the template below. This will aid you in meeting the expectations for an IT-SP. 
The contractor shall review and update the IT-SP in accordance with NIST SP 800-171, Protecting Controlled Unclassified Information on Nonfederal Information Systems and Organizations, on an annual basis.
Commercial contractors may find that if IT certifications for Sarbanes-Oxley (SOX) or HIPAA were completed many of the controls required for those documents may apply. If so, these controls can be used as a reference for completing the IT-SP. 
Once the IT-SP is complete all text that is in blue should either be replaced or removed and the Minimum Security Controls table completed. 

Additional Resources: 
Guide for Developing Security Plans for Federal Information Systems, NIST Special Publication 800-18
Protecting Controlled Unclassified Information on Nonfederal Information Systems and Organizations NIST Special Publication 800-171
Guide for Developing Security Plans for Federal Information Systems NIST Special Publication 800-18
Assessing Security and Privacy Controls in Federal Information Systems and Organizations NIST Special Publication 800-53Ar4 
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[bookmark: _Toc447699787]Executive Summary
Provide a brief summary of work being completed under the contract. Information to consider including:
· An explanation of research or work being conducted
· An overview of outside organizations with which the contract is involved and how the organizations interact with each other. Examples of outside organizations might include: 
· Field centers, clinical sites, clinical reading centers, and data collection centers 
· Universities, third party IT support vendors, etc. 
· The roles and responsibilities of personnel as it relates to information collection, storage and sharing
· A list of individuals who have administrative rights to workstations and servers 
[bookmark: _Toc447699788]System Identification 
Identify the system name, type and owners. Within this section consider including: 
· Name of system
· Whether it is a major application or general support system[footnoteRef:1]  [1:  OMB Circular A-130, Appendix III, defines major application as an application that requires special attention to security due to the risk and magnitude of harm resulting from the loss, misuse, or unauthorized access to or modification of the information in the application. 2 OMB Circular A-130, Appendix III, defines general support system as an interconnected set of information resources under the same direct management control that shares common functionality. It normally includes hardware, software, information, data, applications, communications, and people. For more information refer to NIST SP 800-18, Guide for Developing Security Plans for Federal Information Systems] 

· System Information Type: Management and Support or Mission- Based[footnoteRef:2]  [2:  Information systems that are employed directly to provide services to citizens and clients are considered mission-based system information types. Many information systems are not employed directly to provide services to citizens and clients, but are primarily intended to provide administrative or business services that support mission accomplishments. These types of systems are considered management and support system information types. ] 

· Ownership contacts: Information Owner[footnoteRef:3], Information Systems Owner[footnoteRef:4], Authorizing Official[footnoteRef:5] [3:  The information owner is the agency official with statutory or operational authority for specified information and responsibility for establishing the controls for its generation, collection, processing, dissemination, and disposal.]  [4:  The information system owner is the senior official responsible for the overall procurement, development, integration, modification, or operation and maintenance of the information system. ]  [5:  Authorizing Official or Designated Approving Official is a senior official or executive with the authority to formally assume responsibility for operating an information system at an acceptable level of risk to organizational operations.] 

[bookmark: _Toc447699789]System Operational Status 
Indicate one or more of the following for the system’s operational status. If more than one status is selected, list which part of the system is covered under each status. 
· Operational – the system is in production
· Under Development – the system is being designed, developed, or implemented
· Undergoing a major modification – the system is undergoing a major conversion or transition
If the system is under development, outline the major activities and projected timeline to achieve operational status. 
[bookmark: _Toc447699790]General System Description 
Provide a general description of the system. Outline what scope the system plays in conducting work for the overall contract. Detail the major functions of the information system and an overview of the system architecture including hardware and software components. For example, you could provide details on: 
Significant use cases or user stories the system implements
Significant data or information inputs and outputs 
Outline what types of data is collected and stored on the major system components and identify which business entity controls the data. 
[bookmark: _Toc447699791]System Environment 
Include a system architecture diagram portraying all major functions within the system. Provide a detailed description of each major function. For example, description could include: 
· Physical location
· Vendors for commercial software
· Groups/entities who have access to major functions
· Operating system
· Make and Model 
· Licensed software for major functions
· Anti-Virus 
· Firewalls 
· DMZ
· Elements such as:
· Web, Database and Application servers 
· E-mail services such as Microsoft Exchange Servers
· Web-based applications and major application components such as web services or infrastructure products such as software frameworks
· User Workstations and workstation software and specialized configurations
· Scientific instruments and medical devices
· Laboratory Information Systems
Be sure to identify the organization that hosts and manages each major function. 
For additional information about system environments, refer to NIST 800-18, Guide for Developing Security Plans for Federal Information Systems, Section 3.10 System Environment. 
[bookmark: _Toc447699792]System Interconnections/Information Sharing 
Outline the major connections to the system, how information is shared, stored and backed up, and what types of information is transmitted. For example, detail any connections that occur through public facing web-applications, internal intranet connections and remote connections to the system. Outline the security measures that are in place to protect information such as remote VPN, HTTPS and user agreements. 
[bookmark: _Toc447699793]Applicable Laws and Regulations
Outline all laws, directives, policies, regulations, standards and guidance that were used to develop the organization’s information security program. Examples include: 
· Organization Security Policies 
· Organization Governances 
· Federal Information Security Management Act (FISM) of 2002
· OBM Circular No. A-130, Appendix III
· Federal Information Processing Standard Publication (FIPS) 199
· Federal Information Processing Standard Publication (FIPS) 200
· NIST Special Publication 800-171 Protecting Controlled Unclassified Information in Nonfederal Information Systems and Organizations 
· NIST Special Publication 800-18 Rev. 1 – Guide for Developing Security Plans for Federal Information Security Systems 
· NIST Special Publication 800-30 Rev. 1- Risk Management Guide for Information Systems
· NIST Special Publication 800-34 Rev. 1 – Contingency Planning Guide for Information Technology Systems
· NIST Special Publication 800-37 Rev. 1 – Guide for Applying Framework for Federal Information Systems
· NIST Special Publication 800-53 Rev. 3 – Recommended Security Controls for Federal Information Systems
· NIST Special Publication 800-60 Rev. 1 Volume I and II – Guide for Mapping Types of Information and Information Systems to Security Categories
[bookmark: _Toc447699794]Security Categorization 
Provide the systems FIPS 199 Assessment Security Categorization as it relates to impact levels for Confidentiality, Integrity and Availability. This information can be pulled directly from the FIPS 199 Assessment if it has been completed. 
[bookmark: _Toc447699795]Minimal Security Controls
Review NIST 800-171 3.1, Chapter 3, The Requirements, to complete the minimal security controls below. Under Contractor Organization/System Common Control, outline how your organization meets the basic and derived security requirements. Be sure to indicate which security requirements are in place and which are planned within the Status column.
	Control Number
	Control Name
	Control Description
	Contractor Organization/System Common Control 
	Status

	3.1 ACCESS CONTROL 

	Basic Security Requirements 

	AC 3.1.1 
	Account Management 
	Limit information system access to authorized users, processes acting on behalf of authorized users, or devices (including other information systems).
	
	

	AC 3.1.2
	Access Enforcement 
	Limit information system access to the types of transactions and functions that authorized users are permitted to execute.
	
	

	Derived Security Requirements

	AC 3.1.3
	Information Flow Enforcement  
	Control the flow of CUI in accordance with approved authorizations.
	
	

	AC 3.1.4
	Separation of Duties
	Separate the duties of individuals to reduce the risk of malevolent activity without collusion.
	
	

	AC 3.1.5
	Least Privilege 
	Employ the principle of least privilege, including for specific security functions and privileged accounts.
	
	

	AC 3.1.6
	Least Privilege 
	Use non-privileged accounts or roles when accessing non-security functions.
	
	

	AC 3.1.7
	Least Privilege 
	Prevent non-privileged users from executing privileged functions and audit the execution of such functions.
	
	

	AC 3.1.8
	Unsuccessful Logon Attempts 
	Limit unsuccessful logon attempts.
	
	

	AC 3.1.9
	System Use Notification
	Provide privacy and security notices consistent with applicable CUI rules.
	
	

	AC 3.1.10
	Session Lock 
	Use session lock with pattern-hiding displays to prevent access/viewing of data after period of inactivity.
	
	

	AC 3.1.11
	Session Termination 
	Terminate (automatically) a user session after a defined condition.
	
	

	AC 3.1.12
	Remote Access 
	Monitor and control remote access sessions.
	
	

	AC 3.1.13
	Remote Access 
	Employ cryptographic mechanisms to protect the confidentiality of remote access sessions.
	
	

	AC 3.1.14
	Remote Access 
	Route remote access via managed access control points.
	
	

	AC 3.1.15
	Remote Access 
	Authorize remote execution of privileged commands and remote access to security-relevant information.
	
	

	AC 3.1.16
	Wireless Access
	Authorize wireless access prior to allowing such connections.
	
	

	AC 3.1.17
	Wireless Access
	Protect wireless access using authentication and encryption.
	
	

	AC 3.1.18
	Access Control for Mobile Devices 
	Control connection of mobile devices.
	
	

	AC 3.1.19
	Access Control for Mobile Devices
	Encrypt CUI on mobile devices.
	
	

	AC 3.1.20
	Use of External Information Systems 
	Verify and control/limit connections to and use of external information systems.
	
	

	AC 3.1.21
	Use of External Information Systems
	Limit use of organizational portable storage devices on external information systems.
	
	

	AC 3.1.22
	Publically Accessible Content 
	Control information posted or processed on publicly accessible information systems.
	
	

	3.2 AWARENESS AND TRAINING  

	Basic Security Requirements 

	AT 3.2.1
	Security Awareness Training 
	Ensure that managers, systems administrators, and users of organizational information systems are made aware of the security risks associated with their activities and of the applicable policies, standards, and procedures related to the security of organizational information systems.
	
	

	AT 3.2.2
	Role-Based Security Training 
	Ensure that organizational personnel are adequately trained to carry out their assigned information security-related duties and responsibilities.
	
	

	Derived Security Requirements 

	AT 3.2.3
	Security Awareness Training 
	Provide security awareness training on recognizing and reporting potential indicators of insider threat.
	
	

	3.3 AUDIT AND ACCOUNTABILITY 

	Basic Security Requirements 

	AU 3.3.1
	Audit Events 
	Create, protect, and retain information system audit records to the extent needed to enable the monitoring, analysis, investigation, and reporting of unlawful, unauthorized, or inappropriate information system activity.
	
	

	AU 3.3.2
	Audit Generation
	Ensure that the actions of individual information system users can be uniquely traced to those users so they can be held accountable for their actions.
	
	

	Derived Security Requirements

	AU 3.3.3
	Audit Events 
	Review and update audited events.
	
	

	AU 3.3.4
	Response to Audit Processing Failure 
	Alert in the event of an audit process failure.
	
	

	AU 3.3.5
	Audit Review, Analysis, and Reporting 
	Use automated mechanisms to integrate and correlate audit review, analysis, and reporting processes for investigation and response to indications of inappropriate, suspicious, or unusual activity.
	
	

	AU 3.3.6
	Audit Redaction and Report Generation
	Provide audit reduction and report generation to support on-demand analysis and reporting.
	
	

	AU 3.3.7
	Time Stamps 
	Provide an information system capability that compares and synchronizes internal system clocks with an authoritative source to generate time stamps for audit records.
	
	

	AU 3.3.8
	Protection of Audit Information 
	Protect audit information and audit tools from unauthorized access, modification, and deletion.
	
	

	AU 3.3.9
	Protection of Audit Information 
	Limit management of audit functionality to a subset of privileged users.
	
	

	3.4 CONFIGURATION MANAGEMENT 

	Basic Security Requirements 

	CM 3.4.1
	Baseline Configuration
	Establish and maintain baseline configurations and inventories of organizational information systems (including hardware, software, firmware, and documentation) throughout the respective system development life cycles.
	
	

	CM 3.4.2
	Configuration Settings 
	Establish and enforce security configuration settings for information technology products employed in organizational information systems.
	
	

	Derived Security Requirements 

	CM 3.4.3
	Configuration Change Control
	Establish and enforce security configuration settings for information technology products employed in organizational information systems.
	
	

	CM 3.4.4
	Security Impact Analysis 
	Analyze the security impact of changes prior to implementation.
	
	

	CM 3.4.5
	Access Restrictions for Change 
	Define, document, approve, and enforce physical and logical access restrictions associated with changes to the information system.
	
	

	CM 3.4.6
	Least Functionality 
	Employ the principle of least functionality by configuring the information system to provide only essential capabilities.
	
	

	CM 3.4.7
	Least Functionality 
	Restrict, disable, and prevent the use of nonessential programs, functions, ports, protocols, and services.
	
	

	CM 3.4.8
	Least Functionality 
	Apply deny-by-exception (blacklist) policy to prevent the use of unauthorized software or deny-all, permit-by-exception (whitelisting) policy to allow the execution of authorized software.
	
	

	CM 3.4.9
	User-Installed Software
	Control and monitor user-installed software.
	
	

	3.5 IDENTIFICATION AND AUTHENTICATION 

	Basic Security Requirements 

	IA 3.5.1
	Identification and Authentication
	Identify information system users, processes acting on behalf of users, or devices.
	
	

	IA 3.5.2
	Authenticator Management
	Authenticate (or verify) the identities of those users, processes, or devices, as a prerequisite to allowing access to organizational information systems.
	
	

	Derived Security Requirements 

	IA 3.5.3
	Identification and Authentication
	Use multifactor authentication for local and network access to privileged accounts and for network access to non-privileged accounts.
	
	

	IA 3.5.4
	Identifier Management
	Employ replay-resistant authentication mechanisms for network access to privileged and non-privileged accounts.
	
	

	IA 3.5.5
	Identifier Management 
	Prevent reuse of identifiers for a defined period.
	
	

	IA 3.5.6
	Identifier Management
	Disable identifiers after a defined period of inactivity.
	
	

	IA 3.5.7
	Authenticator Management
	Enforce a minimum password complexity and change of characters when new passwords are created.
	
	

	IA 3.5.8
	Authenticator Management
	Prohibit password reuse for a specified number of generations.
	
	

	IA 3.5.9
	Authenticator Management
	Allow temporary password use for system logons with an immediate change to a permanent password.
	
	

	IA 3.5.10
	Authenticator Management
	Store and transmit only encrypted representation of passwords.
	
	

	IA 3.5.11
	Authenticator Feedback
	Obscure feedback of authentication information.
	
	

	3.6 INCIDENT RESPONSE 

	Basic Security Requirements 

	IR 3.6.1
	Incident Response Training 
	Establish an operational incident-handling capability for organizational information systems that includes adequate preparation, detection, analysis, containment, recovery, and user response activities.
	
	

	IR 3.6.2
	Incident Handling
	Track, document, and report incidents to appropriate officials and/or authorities both internal and external to the organization.
	
	

	Derived Security Requirements 

	IR 3.6.3
	Incident Response Testing 
	Test the organizational incident response capability.
	
	

	3.7 MAINTENANCE 

	Basic Security Requirements 

	MA 3.7.1
	Controlled Maintenance 
	Perform maintenance on organizational information systems.
	
	

	MA 3.7.2
	Maintenance Tools
	Provide effective controls on the tools, techniques, mechanisms, and personnel used to conduct system maintenance.
	
	

	Derived Security Requirements 

	MA 3.7.3
	Controlled Maintenance
	Ensure equipment removed for off-site maintenance is sanitized of any CUI.
	
	

	MA 3.7.4
	Maintenance Tools
	Check media containing diagnostic and test programs for malicious code before the media are used in the information system.
	
	

	MA 3.7.5
	Nonlocal Maintenance 
	Require multifactor authentication to establish nonlocal maintenance sessions via external network connections and terminate such connections when nonlocal maintenance is complete.
	
	

	MA 3.7.6
	Maintenance Personnel
	Supervise the maintenance activities of maintenance personnel without required access authorization.
	
	

	3.8 MEDIA PROTECTION 

	Basic Security Requirements 

	MP 3.8.1
	Media Access 
	Protect (i.e., physically control and securely store) information system media containing CUI, both paper and digital.
	
	

	MP 3.8.2
	Media Storage
	Limit access to CUI on information system media to authorized users.
	
	

	MP 3.8.3
	Media Sanitization
	Sanitize or destroy information system media containing CUI before disposal or release for reuse.
	
	

	Derived Security Requirements 

	MP 3.8.4
	Media Marking
	Mark media with necessary
CUI markings and distribution limitations.

	
	

	MP 3.8.5
	Media Transport 
	Control access to media containing CUI and maintain accountability for media during transport outside of controlled areas.
	
	

	MP 3.8.6
	Media Transport
	Implement cryptographic mechanisms to protect the confidentiality of information stored on digital media during transport outside of controlled areas unless otherwise protected by alternative physical safeguards.
	
	

	MP 3.8.7
	Media Use
	Control the use of removable media on information system components.
	
	

	MP 3.8.8
	Media Use
	Prohibit the use of portable storage devices when such devices have no identifiable owner.
	
	

	MP 3.8.9
	Information System Backup
	Protect the confidentiality of backup CUI at storage locations.
	
	

	3.9 PERSONNEL SECURITY 

	Basic Security Requirements 

	PS 3.9.1
	Personnel Screening
	Screen individuals prior to authorizing access to information systems containing CUI.
	
	

	PS 3.9.2
	Personnel Termination/Transfer 
	Ensure that CUI and information systems containing CUI are protected during and after personnel actions such as terminations and transfers.
	
	

	3.10 PHYSICAL PROTECTION

	Basic Security Requirements 

	PE 3.10.1
	Physical Access Authorizations
	Limit physical access to organizational information systems, equipment, and the respective operating environments to authorized individuals.
	
	

	PE 3.10.2
	Monitoring Physical Access
	Protect and monitor the physical facility and support infrastructure for those information systems.
	
	

	Derived Security Requirements 

	PE 3.10.3
	Physical Access Control
	Escort visitors and monitor visitor activity.
	
	

	PE 3.10.4
	Physical Access Control
	Maintain audit logs of physical access.
	
	

	PE 3.10.5
	Physical Access Control
	Control and manage physical access devices.
	
	

	PE 3.10.6
	Alternate Work Site 
	Enforce safeguarding measures for CUI at alternate work sites (e.g., telework sites).
	
	

	3.11 RISK ASSESSMENT 

	Basic Security Requirements 

	RA 3.11.1
	Risk Assessment 
	Periodically assess the risk to organizational operations (including mission, functions, image, or reputation), organizational assets, and individuals, resulting from the operation of organizational information systems and the associated processing, storage, or transmission of CUI.
	
	

	Derived Security Requirements 

	RA 3.11.2
	Vulnerability Scanning 
	Scan for vulnerabilities in the information system and applications periodically and when new vulnerabilities affecting the system are identified.
	
	

	RA 3.11.3
	Vulnerability Scanning
	Remediate vulnerabilities in accordance with assessments of risk.
	
	

	3.12 SECURITY ASSESSMENT 

	Basic Security Requirements 

	CA 3.12.1
	Security Assessments
	Periodically assess the security controls in organizational information systems to determine if the controls are effective in their application.
	
	

	CA 3.12.2
	Plan of Action and Milestones
	Develop and implement plans of action designed to correct deficiencies and reduce or eliminate vulnerabilities in organizational information systems.
	
	

	CA 3.12.3
	Continuous Monitoring 
	Monitor information system security controls on an ongoing basis to ensure the continued effectiveness of the controls.
	
	

	3.13 SYSTEM AND COMMUNICATIONS PROTECTION 

	Basic Security Requirements 

	SC 3.13.1
	Boundary Protection
	Monitor, control, and protect organizational communications (i.e., information transmitted or received by organizational information systems) at the external boundaries and key internal boundaries of the information systems.
	
	

	SC 3.13.2
	Security Engineering Principles 
	Employ architectural designs, software development techniques, and systems engineering principles that promote effective information security within organizational information systems.
	
	

	Derived Security Requirements 

	SC 3.13.3
	Application Partitioning
	Separate user functionality from information system management functionality (e.g., privileged user functions).
	
	

	SC 3.13.4
	Information in Shared Resources
	Prevent unauthorized and unintended information transfer via shared system resources.
	
	

	SC 3.13.5
	Boundary Protection
	Implement subnetworks for publicly accessible system
components that are physically or logically separated from internal networks.

	
	

	SC 3.13.6
	Boundary Protection
	Deny network communications traffic by default and allow network communications traffic by exception (i.e., deny all, permit by exception).
	
	

	SC 3.13.7
	Boundary Protection
	Prevent remote devices from simultaneously establishing non-remote connections with the information system and communicating via some other connection to resources in external networks.
	
	

	SC 3.13.8
	Transmission and Confidentiality and Integrity 
	Implement cryptographic mechanisms to prevent unauthorized disclosure of CUI during transmission unless otherwise protected by alternative physical safeguards.
	
	

	SC 3.13.9
	Network Disconnect
	Terminate network connections associated with communications sessions at the end of the sessions or after a defined period of inactivity.
	
	

	SC 3.13.10
	Cryptographic Key Establishment and Management
	Establish and manage cryptographic keys for cryptography employed in the information system.
	
	

	SC 3.13.11
	Cryptographic Protection
	Employ FIPS-validated cryptography when used to protect the confidentiality of CUI.
	
	

	SC 3.13.12
	Collaborative Computing Devices
	Prohibit remote activation of collaborative computing devices and provide indication of devices in use to users present at the device.
	
	

	SC 3.13.13
	Mobile Code
	Control and monitor the use of mobile code.
	
	

	SC 3.13.14
	Voice over Internet Protocol
	Control and monitor the use of Voice over Internet Protocol (VoIP) technologies.
	
	

	SC 3.13.15
	Session Authenticity
	Protect the authenticity of communications sessions.
	
	

	SC 3.13.16
	Protection of Information at Rest
	Protect the confidentiality of CUI at rest.
	
	

	3.14 SYSTEM AND INFORMATION INTEGRITY 

	Basic Security Requirements 

	SI 3.14.1
	Flaw Remediation 
	Identify, report, and correct information and information system flaws in a timely manner.
	
	

	SI 3.14.2
	Flaw Remediation 
	Provide protection from malicious code at appropriate locations within organizational information systems.
	
	

	SI 3.14.3
	Security Alerts, Advisories, and Directives 
	Monitor information system security alerts and advisories and take appropriate actions in response.
	
	

	Derived Security Requirements 

	SI 3.14.4
	Malicious Code Protection 
	Update malicious code protection mechanisms when new releases are available.
	
	

	Si 3.14.5
	Malicious Code Protection
	Perform periodic scans of the information system and real-time scans of files from external sources as files are downloaded, opened, or executed.
	
	

	SI 3.14.6
	Information System Monitoring 
	Monitor the information
system, including inbound
and outbound communications traffic, to detect attacks and indicators of potential attacks.

	
	

	SI 3.14.7
	Information System Monitoring
	Identify unauthorized use of the information system.
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